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Class 1 (18 May 2020):
Internet, Internet Law, 
Physical Infrastructure, 
Localization Requirement, 
and Data Blocking

Class 2 (20 May 2020):
Localization, Geolocation, 
Geoblocking, and the 
Circumvention of 
Geoblocking

Class 3 (22 May 2020):
Regulatory, Prescriptive, and 
Adjudicatory Jurisdiction, 
Alternative Regulation and 
ADR, Domain Names

Class 4 (25 May 2020):
Intermediaries, Liability of 
Intermediaries, Private 
Regulation, and Conclusions
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Class times (Munich time):
14:00 – 15:00 class
15:00 – 15:15  break 1
15:15 – 16:15 class
16:15 – 16:30 break 2
16:30 – 17:25 class

Contact email:
marketa.trimble@unlv.edu
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http://internetlawinmiplc.com/ 7



http://internetlawinmiplc.com/readings.html 8



https://forms.gle/G6JwuiLPrn9FZLVn8
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What Is the Internet?
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“The system for connecting computers around 
the world that allows people to share information,
visit websites, communicate using email, etc.”

Cambridge Dictionary, https://dictionary.cambridge.org/us/dictionary/english/internet



What Is Cyberspace?
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Cyberspace is “the interdependent network of 
information technology infrastructures, and 
includes the Internet, telecommunications 
networks, computer systems, and embedded 
processors and controllers in critical industries.”

THE WHITE HOUSE, NATIONAL SECURITY PRESIDENTIAL DIRECTIVE/NSPD-54 3, 8 January 2008, 
https://fas.org/irp/offdocs/nspd/nspd-54.pdf



Internet Law



What Is Internet Law?

• A particular area of law or an industry perspective?

• Judge Easterbrook (7th Cir.): “law of the horse”
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What Is Internet Law?
• Norms of Internet governance

• Example: domain name system

• Norms governing conduct on the Internet
• Internet-specific

• Liability of Internet intermediaries (v. liability of any 
intermediaries)

• Generic
• Commercial law (v. e-commerce-specific rules)

• National, regional, international, v. extra-national
• E.g., Convention on Cybercrime (Council of Europe) 14



What is Internet Law?

Four modalities of Internet Law:

Law Architecture

Market Forces Social norms

Lawrence Lessig, Code and Other Laws of Cyberspace, 1999 15



Internet Architecture



The Architecture of the Internet?

• A distributed network (Baran)
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Paul Baran, On Distributed Communications, Memorandum, RAND Corp., 1964, 
https://www.rand.org/content/dam/rand/pubs/research_memoranda/2006/RM3420.pdf



19



20



https://www.internetsociety.org/map/global-internet-report/, May 15, 2017 21



The Architecture of the Internet

• Devices

• Routers

• Gateways

• Hubs or Internet exchange points (IXPs)

• Datacenters

• Cables
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http://www.submarinecablemap.com/, May 15, 2020 23



https://www.de-cix.net/products-services/de-cix-munich/ 24



The Internet and Critical Infrastructure

• Access needs
• “Digital divide”
• “Bandwidth crisis”

• Which elements are “critical infrastructure”?
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Critical Infrastructures Protection Act of 2001, 
42 U.S.C. § 5195c(e) 

Critical infrastructure (CI) means the “systems and assets, 
whether physical or virtual, so vital to the United States that 
the incapacity or destruction of such systems and assets would 
have a debilitating impact on security, national economic 
security, national public health or safety, or any combination of 
those matters.”
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Localization



To “localize” means 

“to adapt oneself … in order to 
conform to local circumstances or 
surroundings,” 

“to make local in character,” or 

“to associate with a particular 
place or location” in the sense of 
“to find or determine the location 
of.” 

(Oxford University 
Press. http://www.oed.com/view/Entry/109560?redirectedFrom=localize&)

To “locate” means “to establish, 
site, or place in a particular 
location” 

Localization v. Location



U.S. v Microsoft (Data Stored in Ireland)
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• A warrant issued under the Stored Communications Act requiring 
Microsoft to disclose all e-mails and other information associated 
with a customer’s account that was believed to be involved in 
illegal drug trafficking

• U.S. Court of Appeals for the Second Circuit (2016): “Neither 
explicitly nor implicitly does the statute envision the application 
of its warrant provisions overseas.”

• U.S. Supreme Court (April 2018): The case vacated as moot in 
light of the CLOUD Act.



The CLOUD Act
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• Clarifying Lawful Overseas Use of Data Act (CLOUD Act), Pub. L. 
115–141, amending the Stored Communications Act, 18 U.S.C. 2701 
(March 2018)

• “A [service provider] shall comply with the obligations of this 
chapter to preserve, backup, or disclose the contents of a wire or 
electronic communication and any record or other information 
pertaining to a customer or subscriber within such provider’s 
possession, custody, or control, regardless of whether such 
communication, record, or other information is located within or 
outside of the United States.”
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USMCA 
(effective 1 July 2020)

Canada
Mexico
United States

(NAFTA 2.0)

CPTPP 
(effective 30 December 2018)

Australia
Brunei
Canada
Chile
Japan
Malaysia
Mexico
New Zealand
Peru
Singapore
Vietnam
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USMCA

Article 15.6: Local Presence 
No Party shall require a service 
supplier of another Party to 
establish or maintain a 
representative office or an 
enterprise, or to be resident, in 
its territory as a condition for the 
crossborder supply of a service.

CPTPP

Article 10.6: Local Presence 
No Party shall require a service 
supplier of another Party to 
establish or maintain a 
representative office or any form 
of enterprise, or to be resident, 
in its territory as a condition for 
the cross-border supply of a 
service.



35

USMCA

Article 19.12: Location of Computing Facilities 

No Party shall require a covered person to use or locate computing 
facilities in that Party’s territory as a condition for conducting 
business in that territory.
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CPTPP

Article 14.13: Location of Computing Facilities 

1. The Parties recognise that each Party may have its own regulatory requirements regarding 
the use of computing facilities, including requirements that seek to ensure the security and 
confidentiality of communications. 

2. No Party shall require a covered person to use or locate computing facilities in that Party’s 
territory as a condition for conducting business in that territory. 

3. Nothing in this Article shall prevent a Party from adopting or maintaining measures 
inconsistent with paragraph 2 to achieve a legitimate public policy objective, provided that 
the measure: 

(a) is not applied in a manner which would constitute a means of arbitrary or 
unjustifiable discrimination or a disguised restriction on trade; and 
(b) does not impose restrictions on the use or location of computing facilities greater 
than are required to achieve the objective.



Internet Governance



Who Governs the Internet?
Models of governance:

(1) Self-governance (libertarian)

(2) Global Transnational (transnational legal institution)

(3) Code and Internet Architecture (voluntary organizations)

(4) National Governments and Law

(5) Market-Based or Economic-Based Regulation
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